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Formal specifications are essential to express precisely systems, but they are often difficult to define or
unavailable. Specification mining aims to automatically infer specifications from system executions. The
existing literature mainly focuses on learning properties defined on single system executions. However, many
system characteristics, such as security policies and robustness, require relating two or more executions, and
hence cannot be captured by properties. Hyperproperties address this limitation by allowing simultaneous
reasoning about multiple executions with quantification over system traces.

In this paper, we propose an effective approach for mining Hyper Signal Temporal Logic (HyperSTL)
specifications. Our approach is based on the syntax-guided synthesis framework and allows users to control
the amount of prior knowledge embedded in the mining procedure. To the best of our knowledge, this is the
first mining method for hyperproperties that does not require a pre-defined template as input and allows for
quantifier alternation. We implemented our approach and demonstrated its applicability and versatility in
several case studies where we showed that we can use the same method to mine specifications both with and
without templates, but also to infer subsets of HyperSTL, including STL, HyperLTL, LTL and non-temporal
specifications.
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1 INTRODUCTION

The development of complex systems typically starts from a collection of requirements. Their role
is central in the lifecycle of software and embedded systems. In the early stages of the design,
specification languages provide the framework to formalize requirements and exchange information
between development teams rigorously and unambiguously: formal requirements can precisely
capture the expected system behavior. Engineers use these requirements to verify safety-critical
properties over a system’s model: for example, to test [8] and debug [7] its implementation, and
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to localize the root causes of faults [6]. Finally, formal specifications can be used to synthesize
monitors [4, 5] that observe the system during its operation and detect violations of requirements,
alerting the user or even taking corrective action.

Despite their importance, formal specifications are often partially available. Specification min-
ing [9] refers to a collection of methods that infer potential system properties by observing its
executions. The mainstream approaches in specification mining generate formulas in Linear Tem-
poral Logic [25] (LTL) and its continuous-time real-valued extensions such as Signal Temporal
Logic [20] (STL). A recent survey in [9] summarized the main techniques for learning STL prop-
erties, classifying them according to different characteristics. There are two main approaches to
mine specifications [9]: in template-based mining [3] (see also the tool Texada [18, 19] for LTL), the
specification skeleton is given to the mining procedure, which aims at completing the template with
missing elements in a way that is consistent with the observed system executions. The missing parts
in the template can be propositions or timing and amplitude parameters. In contrast, template-free
mining infers the entire structure of the formula [10, 17, 21, 23], including its parameters.

Most approaches for mining requirements focus on learning trace-based properties from a set of
traces. However, some critical system characteristics, such as the system robustness or information-
flow security requirements, require simultaneous reasoning about multiple traces and cannot be
specified as trace properties. Hyperproperties [12] overcome this restraint by allowing specification
of properties of trace sets. HyperLTL [11] and HyperSTL [24] are popular specification languages
designed to express an essential class of hyperproperties that extend LTL and STL with trace
quantifiers respectively.

This paper considers the problem of mining hyperproperties as HyperSTL/HyperLTL formulae.
Only a few works in the literature address this problem and only for a very restricted class of
hyperproperties. In particular, none of the existing works allows for quantifier alternation. However,
in the literature, there are hyperproperties that require quantifier alternation. For example, the
information-flow security policies of noninterference and of generalized noninterference [12] state
that for each pair of traces there must exist another trace sharing the same values of secret input
variables with the first trace and the same values of public output variables with the second trace.
The key idea is that users cannot infer secret information from observing the system’s outputs.

Related Work. In [27], the authors proposed an approach to learning the relationship between
inputs and outputs of different executions of one or more (non-temporal) functions allowing only
one possible (universally quantified) template. Another related work is [26] where the authors
present a template-based approach to mine HyperLTL specifications. Our technique differs from
this method because it allows for quantifier alternation, while [26] relies on enumerating candidate
formulas without this feature. In [15], the authors propose an extension of the L* algorithm [2] that
actively mines the universally-safe fragment of HyperLTL. This fragment consists of HyperLTL
formulas that are universally-quantified and until-free. Thus, this method supports a specification
language with limited expressivity compared to our approach.

Our contributions. We propose a new procedure for mining hyperproperties from a fixed set of
execution traces. The goal is to learn (hyper)properties that this set of positive examples satisfies.
The main contributions of our approach are:

e Our work is the first to learn hyperproperties [12], expressed in HyperSTL (including formulas
with quantifier alternations), STL, LTL, and HyperLTL as special cases. Thus, our approach
represents a step forward to the recent state-of-the-art in [9].

e We have integrated the syntax-guided synthesis (SyGuS) [1] in the process of mining temporal
logic formulas to guide the search in the space of candidate formulas. More specifically, in
addition to the execution traces, our mining procedure takes a grammar that defines the
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search space of valid specifications as additional input. We chose HyperSTL, an expressive
specification language for hyperproperties, as the most general template. The grammar can
also be restrained, e.g. by bounding the number of trace quantifiers, restricting the use of
logical and temporal operators, or fixing the predicate parameters. This flexible mechanism
for constraining the space of candidate formulas has multiple advantages. First, it allows the
engineer to fine-tune the addition of domain knowledge that helps to infer useful formulas
while not over-constraining the search. Second, to the best of our knowledge, this approach is
the first one that unifies template-free and template-based mining requirements in temporal
logics (the closest related attempt is the work in [22] that can handle only quantifier-free
first-order logic formulas). Finally, it allows the same method to infer versatile system
characteristics such as the correctness properties and the security hyperproperties. In the
case of HyperSTL we perform both the parameter and structural syntheses.

e We have extensively evaluated our approach on multiple case studies learning different
specifications, including LTL, STL, HyperLTL, HyperSTL, and Hyper-propositional formulas.
Furthermore, we compare our results with those obtained from two other state-of-the-art
tools: Texada [18, 19] and HyperMiner [26].

e We introduced two heuristics to improve the efficiency of the mining process: (i) we leverage
the intrinsic properties of quantifiers to avoid checking all the possible tuples of traces; (ii) we
use the correctness properties of HyperSTL/STL to minimize the number of monitoring checks,
thus speeding up the overall mining process. As the monitoring of HyperLTL/HyperSTL
properties represents an important step in our mining procedure, these heuristics play a
crucial step in the applicability of our approach. Authors in [16] proposed an automata-based
method to monitor temporal hyperproperties, which is not applicable in our setting as it does
not support either HyperSTL or alternating quantifiers.

Outline. In Sec. 2, we provide the necessary background on HyperSTL [24]. In Sec. 3, we present
the main steps of our approach to mine HyperLTL formulas, while in Sec. 4, we extend it to learn
also HyperSTL specifications. Sec. 5 provides an extensive assessment of our approach to different
case studies, comparing the results obtained with our method with those obtained using other tools.
We conclude and discuss future work in Sec. 6.

2 PRELIMINARIES

Definition 2.1 (Trace and Set of Traces [24]). Let T € Ry, be the time domain. A trace with ¢
real-valued variables and j Boolean variables w = (t1, w1), (t2, @2), - . ., (I, wk) is a finite sequence
of (time, value) pairs, where t; € T, t; < t;3; foreveryi € {1,...,k —1},and w; € D =RI x B/ is
a vector of real and Boolean values. We denote by |w| = k the length of w. We indicate by w|[v]
the projection of trace w on variable v. We will slightly abuse notation and also denote by w|[v]
the signal T — R or T — B (depending on whether v is a real or Boolean variable), such that
wlv](t) = wi[v] if t € [t;, tiy1) With i < k, or w[v](t) = wi[v] if t > t. Given a set of traces T and
a set of trace variables I1, we denote by II7 : II — T a trace variable assignment' that maps each
trace variable to a concrete trace.

Definition 2.2 (HyperSTL [24]). HyperSTL is a hyper-temporal logic interpreted over real- and
Boolean-valued traces that is captured by the following syntax:

14 Ay |V | e
) z[b] | f(r[x1],....7[xq]) <c| =@ | @1V @2 | @1Urp: | 918192

n this work, we assume the trace variable assignment is an injective function associating different trace variables with
different concrete traces.
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where X is a set of real-valued variables, B is a set of Boolean variables, the trace variable 7 € IT
ranges over the set BU X of variables, b € B, x1,...,x4 € X, f : R? — R s a real-valued function,
Iis an interval in R5o U +co, and ¢ € R.

Given t € T, we define the semantics of HyperSTL in terms of a robustness function p:

p(3r.yy, U, t) = maxg,er p(, [ — w],t)

p(Vr.y, 1T, t) = minger p(¥, 7 [ — w], 1)

p(=g, Iz, 1) = —p(pIr,1)

p(@1V @2, 117, 1) = max(p(¢1, 11, 1), p(2. 17, 1))

p(01Urg2, I, t) = SUPucrennlok] min(inf,»epy ) p(ou,Or, t7), p(@2, TI7, ')
p(@181¢2, 17, 1) = SUpye(rennfok) Min(infre i p(or I, t7), p(@2, Mz, 7))
p(f(xlxil, ... 7lxq]) < Irt) = c— f(Ir(m)[x](2),.... () [xg] (1))

p(x[b], 7, t) = +oo if II7 () [b] (), —c0 otherwise

where & an © denote the Minkowski sum and difference, respectively. We note that we can interpret
HyperSTL both over dense and discrete-time em(in this case we consider the interval in the discrete
domain), and that the latter interpretation will be used notably when considering HyperLTL and
LTL fragments.

From this basic definition of HyperSTL, we can derive the other operators as usual: true = ¢ V —¢,
false = —true, 91 A @2 = =(=@1 V =@2), o1 = @2 = =1 V @2, Fr¢ = true Ujp, Gjp = —Fj—g,
O; = true S;¢, H; = =O;—¢. The untimed temporal operators U, S, F, G, O and H are obtained by
setting the time interval I to [0, o). The next and previous operators are then (in the discrete-time
interpretation of the logic) equivalent to X¢ = F[1,1)¢ and Y = O[y,1]¢.

By appropriate restrictions of the HyperSTL syntax, we can also obtain HyperLTL, STL and LTL
specification languages. HyperLTL is obtained by restricting the temporal operators to untimed ones
only. The STL (LTL) formulas correspond to HyperSTL/HyperLTL variants of the form Vrz.¢ ().

PROPOSITION 2.3 (SOUNDNESS [24]). Given an HyperSTL formulay and a trace variable assignment
IIr, when p(¥, I, t) > 0 the formula is satisfied, while if p(, II1, t) < 0 the formula is violated.

PROPOSITION 2.4 (CORRECTNESS OF STL FRAGMENT [13]). Given an STL formula expressed as the
HyperSTL fragment ¢ (without trace quantifiers) and two traces w and &’ over the same time domain,
if w at time t satisfies ¢ and |0 — ®'||c < p(@, 0, t), then also »’ satisfies ¢ at time t.

PROPOSITION 2.5 (PARAMETRIC FORMULA (ADAPTED FROM [3])). An HyperSTL formula ¢ is para-
metric if at least one of its constants (in the numerical predicates or time bounds of the temporal
operator intervals) is replaced by a parameter variable. Given a parametric formula ¢ with a parameter
p, we denote by p[p — v] the instantiation of the parameter p in ¢ with the constantv. A formula ¢
is said to be monotonically increasing in its parameter p; if, for every pair of parameter valuations
v; and v} such that v; < v} and for every trace w, the following condition on the robustness values is
satisfied:

plelpi = vil, o,t) < p(elp: — vi]), @, 1).
Analogously, ¢ is said to be monotonically decreasing if the previous condition holds for each pair of
parameter valuations v; and v} such that v; > v]. Monotonicity can be automatically checked using
polarity rules in [3].

3 MINING HYPERLTL

In this section, we propose a method for mining HyperLTL that leverages the stochastic search of
the syntax-guided synthesis (SyGuS) framework [1] developed in the program synthesis research
field. In the original setting, SyGuS aims to find a program that satisfies a given correctness
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requirement among all the acceptable programs defined by the grammar. Similarly, we desire to
learn a (hyper)property consistent with a set of positive examples chosen from a group of admissible
formulas expressed by the user-defined grammar.

This grammar-based approach to specification mining brings many advantages. By allowing
the restriction of the grammar, it admits both template-free and template-based mining. In the
latter case, the user can control the number of restrictions the grammar imposes. In this section,
we assume HyperLTL as the baseline grammar and consider any additional constraints as a step
toward building a template.

We illustrate how we can use basic knowledge about the system under investigation to restrict
HyperLTL and steer the search toward meaningful characteristics. For many systems, we know their
interface and can distinguish between input and output variables. Many significant properties define
the temporal relations between the input and the output behavior. The subclass of HyperLTL that
characterizes the input/output relations holding throughout the whole execution can be expressed
as follows:

14 = Jny|Vryly
Y = Gol[I] = Gop[O] (1)
e[Y] = x[b]|-e[Y]]@i[Y] A @2[Y]

where B is the set of Boolean variables partitioned into input I C B and output O C B variables,
Y C Bis a subset of variables and b € Y. We can further refine the grammar to restrict the scope
of mining to the important hyperproperty of observational determinism, stating that the system
appears deterministic with respect to its inputs:

vavr' G(/\ xlin] = x'[in]) - G( /\ z[out] = #’[out]). 2)
inel outeO
In Section 3.1, we describe the algorithm for mining HyperLTL from a set of traces. We propose
a measure to quantify the satisfaction of temporal hyperproperties in Section 3.2 and an efficient
monitoring technique in Sections 3.3.

3.1 Syntax-Guided Synthesis for Mining Hyperproperties

In Algorithm 1, we describe our adaptation of the SyGuS approach [1] for mining HyperLTL.
The procedure takes as input a grammar G that is a subset of HyperLTL, a set of traces (positive
examples) T and the target length [ of the mined specification?.

The algorithm first uniformly samples one candidate specification  from the set of all hyper-
properties generated by G having m quantifiers and size [ (Line 1). Then, ¢ is associated with a
score s (Line 2), which quantifies the quality of the candidate formula for the dataset T. The score
is defined as s = exp(0.5 - F(¢, T)), where 0.5 is a smoothing value and F is any fitness function
that gives a (strictly) positive number if ¢ is satisfied by T, and a number smaller or equal to zero
if it is violated. We propose a concrete fitness function in Section 3.2. Alternatively, the Boolean
satisfaction returned by a monitoring algorithm (as the one that we propose in Section 3.3) can be
used as fitness function. If i is consistent with T, i.e. its score is greater than 1, then ¢ is a valid
solution and we are done. Else, we iteratively mutate y with Algorithm 2 (detailed later on) until
we either find a variant consistent with T or exceed the maximum number of iterations Ny,.x (Lines
4-12). For the mutated formula ¢/, we compute the so-called Metropolis-Hastings acceptance ratio,

defined as M (1, ') = min (1, ssc;rj(xf//’)) ) My, y") corresponds to the probability for ¥/’ to replace the

current candidate /. The key idea is to always accept changes that improve the score of the current
formula, while changes that decrease the score have a certain probability of being rejected (they are

2The length is affected only by the number of propositions and the operators, but not by the number of quantifiers.
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not necessarily rejected to allow for exploration). In the limit, the Metropolis-Hastings procedure
is guaranteed to sample formulas with probability proportional to their scores. Consequently, this
procedure will eventually draw satisfied formulas (if they exist). However, for practical reasons, we
impose a stopping condition after Ny, iterations, after which we consider the learning process
failed. In our experiments, Ny« is set to 500.

Algorithm 1: Stochastic search for Hy- Algorithm 2: Function mutate(y/, G)
perL TL mining Input: HyperLTL formula candidate
Input: HyperLTL (sub)grammar G, set of ¥ =011 ...Omm @(m1, ..., Tm),
traces T, formula length [, number HyperLTL (sub)grammar G
of quantifiers m, maximum number Output: Mutated formula 1’
of iterations Nmax 1 if uniform(0,1) < 0.5 then
Output: HyperLTL formula { generated 2 i — uniform({1,2,...,m})

from G and satisfied by T 5 "o r e
1  « sample_hyperproperty(G, I, m) Or Qi -~ Om

sample_quantifiers(G,m — i+ 1
s « score(,T) pred ( )

4 Yo~
Qvmy ... Qi .. QrTtm (71, . . ., )

i—20

2

3

4 whiles < 1do
else

5

6

if i > Ny then >
L return failure 6 7y < formula_to_tree(¢(my, ..., mm))
o 7 S « select_subtree(7,)
7 ! :_ i+l 8 y < sample_formula(G, length(S))
8 W/ (_ mutategw, G) 9 7, < formula_to_tree(y)
? s SCOI‘C(I//,, ) 10 7;’ « replace(7,, S, 7,)
10 p < min (1, SS—) 11 @' (m, ..., T) —
11 if uniform(0,1) < p then tree_to_formula(7,)
12 L (5,9) « (s".¥") 2 | Y Qim. .. Qmatm ¢ (11, .o, Tm)
13 return ¢ 13 return

We now describe the mutation function, summarized in Algorithm 2. Given the current specifi-
cation candidate i, we randomly apply one of two equally-probable changes: (i) we modify the
quantifiers (Lines 1-4), or (ii) we change the formula structure (Lines 6-12). In the first case, we
replace a randomly selected sequence of consecutive quantifiers with a newly sampled sequence
of quantifiers of the same length generated according to the grammar rules G. The number of
quantifiers must remain unaltered to avoid adding/removing quantified trace variables in the
formula structure ¢. In the second case, we modify the quantifier-free part of the current formula ¢
by manipulating its syntax tree 7,,; an example of such transformation is depicted in Figure 1. We
uniformly randomly select one of its nodes (e.g., the until node in Figure 1) and consider the subtree
S originated by this node (highlighted in red in the figure). From the grammar G, we sample one
formula y having as length the number of nodes in S (3 in the example) and transform y into its
syntax-tree 7. Then, we replace the subtree S inside the tree of the original formula 7, with 7,
(an example for 7, is given by the green nodes in Figure 2) and translate the resulting tree into the
formula ¢’. Finally, the output specification " has the same quantifiers as the original specification
¥ and ¢’ as quantifier-free formula.

We observe that, in this formulation of the algorithm, the length [ and the number of quantifiers
m remain fixed during the whole execution. Since, in general, the user will be interested in a set of
hyperproperties satisfied by the set of data rather than in a single one, a natural approach is to use
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Mining Hyperproperties using Temporal Logics 1.7

different lengths and numbers of quantifiers in different runs, either in a systematic, incremental
way or by sampling the values of [ and m in intervals of interest.

In terms of complexity, the monitoring process (and consequently the computation of the score
- Lines 2 and 9) represents the only expensive step. As we will detail in Sections 3.2 and 3.3, we

require up to % calls to the LTL monitor to compute the score we propose. In the worst-case

scenario, Algorithm 1 ends after Ny, score evaluations, hence yielding an overall computational

complexity of Nyay - %

]
|

mly] =
w2yl

Fig. 1. Syntax tree for the quantifier-free formula: Fig. 2. Syntax tree for the quantifier-free formula:
em,m) = Flmlx] = mlx) v ((mlyl = o/ (r,m) = F(mlx] = mlx]) vV -G(m[y] =

m[yDU(m1[z] = m2(2])). m2[y]).

3.2 Fitness Function

In this section, we propose a fitness function F(,T) for quantifying the degree of satisfac-
tion/violation of a HyperLTL specification i with respect to T. Consider a HyperLTL formula
of the form Q71 ... Q7 (11, . .., 7). We define F(¢, T) as the minimum number of m-tuples
of traces in T whose satisfaction with respect to ¢ should be changed in order to change the
satisfaction of i by T. Note that F(i/, T) is positive when ¢ is satisfied by T, and negative otherwise.

We illustrate this concept with an example. Let

Table 1. Example of satisfaction (v') or violation Y =Vr3an’ ¢(x, n") where (7, 7') is an LTL formula

(X) of ¢(r, ') by pairs of traces in T. whose predicates involve the trace variables 7 and 7.
Let T = {w1, w2, w3, w4} and let Table 1 represent the
, Boolean satisfaction (V') or violation (X) of ¢(7, 7’)
/s .
x W1 Wy W3 Wy when trace variables 7 and 7’ are replaced by concrete
pairs of traces in T.
w1 - Vv Vv X . . . .
The quantifiers in ¢ impose that for every row in
w2 X - Vv v . . .
the table (i.e., V) there is at least one column (i.e.,
w3 Vv X - v , . . . . .
dn’) with the satisfaction symbol . It is evident from
(O X vV v -

Table 1 that T satisfies i because in every row there are
at least two columns marked with v'. Consequently, at
least two changes from v to X are required to violate 1. For this reason, we have that F(¢,T) = 2.

We now generalize this example and present the algorithm for computing F. We separate the
computation of F into two parts: positive fitness F*, which gives a positive value when T satisfies
¥ and zero otherwise, and negative fitness F~, which gives negative value when T violates {y and
zero otherwise. Since the two cases are symmetric, we present only the procedure for computing
F* in Algorithm 3.
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Algorithm 3: Computation of the positive fitness value F* (¢, T)

Input: HyperLTL formula ¢ = Q71 ... Qm7tm @(my, - - ., T, set of data T with |T| = n;
Output: F* (i, T) Positive fitness of ¢y w.r.t. T;

1 foreach (wy,...,0m) € T™ s.t. w; # wj ifi # jdo

2 if p(wy,...,wn,) holds then O(Y;wy,...,0n) «— 1

3 else O(Y;wyq,...,0m) < 0

4 fork=mm-1,...,2do

5 foreach (wy,...,wr_1) € TF ' st w; # wj ifi# jdo

6 if O = Fthen O(Y; w1, ..., 0k-1) «— X, O(p; 01, . .., 0k_1, 0))

7 L else if Qp =V then O(Y; w1, ..., wk—1) <« min;=; ., O(@; w1, ..., ©Wk—1, ©])

8 if Q; = J then

o | FF()T) — S, O(gs )

10 else if Q; =V then

n | P T) e mini,, O(ps 1)
12 return F* (¢, T)

Letn = |T|and ¢ = Q71 ...Qmmm @ (71, . .., ). In the first step, we evaluate for every m-
tuple (w1, ..., wm) of traces in T whether it satisfies the ¢(y,. .., 7y,) formula, in which every
trace variable x; is instantiated with a concrete trace w;. This corresponds to a standard LTL
membership check. The membership check results are stored in an m-dimensional tensor O. We
then iteratively reduce the dimensions of O until we obtain a scalar value, corresponding to the
final outcome of Algorithm 3. To do so, we associate each 3 quantifier with the sum operator and
each V quantifier with the minimum operator. Then, starting from the innermost quantifier, we
apply its corresponding operator to the vectors of values in O sharing all but the last components.
In the example of Table 1, since Q; = 3, we first sum the number of v in each row, obtaining
the vector O = (2,2,2,2). Then, being Q; =V, we take the minimum value in O, which is 2 and
corresponds to the final value of F* (¢, T).

If F* is equal to zero, the hyperproperty is violated, and we need to compute the negative fitness
F~ to quantify how robust the violation is. The computation of F~ is symmetric to Algorithm 3.

We observe that Algorithm 3 has high computational complexity - it requires (n_"—;n), =n-(n—
1)...(n—m+1) membership checks. Hence, the algorithm has the complexity of O(n™), requiring
an exponential number of LTL membership checks in the number of the quantifiers.

3.3 Using Quantifier Properties for Efficient Monitoring

The goal of the efficient monitoring algorithm we propose is to reduce the practical complexity
of Algorithm 3 by avoiding unnecessary LTL membership checks. Given a HyperLTL formula
V=017 ...0m7Tm @(my, ..., 7y) and a set T of traces, we devise a method early-stopping criteria
based on the semantics of the quantifiers. Our monitoring approach is summarized in Algorithm 4.

As a preliminary step, we first use a tree 7~ to enumerate the tuples of traces in T that have m
non-repeated components (we assume that different trace variables refer to different execution
traces, but slight changes are sufficient to adapt our approach if this hypothesis does not hold). An
example for the dataset T = {w1, w2, w3, w4} is depicted in Figure 3. We call an ancestor of a node p
any node encountered when climbing the tree from p to the root, and a sibling of a node p any
node that shares the same parent as p. The root node of 7~ is always given by the whole dataset T
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@3 (W4 Wy W4 W2 @3 (W3 Wy (@] (@4 ©1 W3 W2 [Wq | [W] 4 W (@ W2 W3 © ©W3 W W2

Fig. 3. Tree representation of the 3-tuples of traces for the dataset T = {w1, w2, w3, w4}. The evaluation of
¥ =Vr3n’Vr" o(x, ', ") is represented by the color green to mean satisfaction and red for violation.

Algorithm 4: Efficient Monitoring for Temporal Hyperproperties
Input: HyperLTL formula ¢ = Q171 ... Qmm ¢ (1, . . ., Tm), m-tuples of traces of T
organized in a tree T;
Output: Boolean outcome: satisfaction or violation of { with respect to T;
1 node « SampleLeafNode(root(T))

2 E(node) « Evaluate(node, ¢)

3 depth «— m

4 while depth > 0 do

5 if (Qaeptn = Y A E(node) = unsat) vV (Qgepsn = 3 A E(node) = sat) then
6

7

8

E(Parent(node)) < E(node)

node « Parent(node)

depth «— depth —1
9 else if NotEvaluatedSiblings(node)# 0 then
10 node « SampleLeafNode(Sample(NotEvaluatedSiblings(node)))
1 E(node) « Evaluate(node, ¢)
12 | depthe—m
13 else if NotEvaluatedSiblings(node)= () then
14 node « Parent(node)
15 if Qgeprn =V then E(node) < sat
16 else if Qgep:n = 3 then E(node) « unsat
17 depth «— depth—1

18 return E(root(T))

(we consider it as the node with depth 0) and has |T| = n children nodes, each one representing a
trace in T. These nodes make up depth level 1 in the tree and each of them has n — 1 children, one
for each trace in T different from the trace of the node itself. By iterating this process and only
allowing a node to have children different from its ancestors, we obtain a tree of depth m and with
(nf—in)! leaves. Each leaf can be interpreted as an m-tuple of traces, obtained as the sequence of its
ancestors ordered from the oldest to the youngest. For example, in Figure 3, the leftmost leaf is
interpreted as the 3-tuple (w1, w,, w3), while the rightmost leaf as (ws, w3, w;). We conclude the
preliminary step by associating each depth level i of the tree with the quantifier Q; in i for all
i=1,...,m.
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We now describe how Algorithm 4 works. The key idea is to minimize the number of evaluations
of the property with respect to different tuples of traces by introducing early stops as soon as a satis-
fied witness for the 3 quantifier or a violation for the V is found. In particular, we start by evaluating
the satisfaction of one uniformly sampled tuple of traces (the function SampleLeafNode(x) in Line 1
returns one leaf node of the subtree having as root the node x and the function Evaluate in Line 2
calls the LTL monitoring library to compute whether the corresponding tuple of traces satisfies
the quantifier-free formula ¢). In Figure 3, we color a node with green to indicate satisfaction and
with red to indicate violation. Depending on the quantifier associated with the depth level of the
current node (i.e., m for the first iteration), we might infer the satisfaction or violation of the parent
node. In particular (Line 5), if the current quantifier is ¥V and the current node is violated, we also
associate its parent node with violation since, regardless of the evaluation of its siblings, we already
found a witness of the violation. Conversely, if the quantifier is 3 and the node is satisfied, we
consider its parent node as satisfied as well, as the current node already demonstrates that at least
one satisfied tuple exists. In Figure 3, we represent the inferred satisfaction and violation of the
nodes by coloring only their contour to underline the fact that their evaluation did not require a
call to the LTL monitoring library. If it is not yet possible to infer the satisfaction/violation of the
parent node, we proceed by evaluating the satisfaction of one of the siblings of the current node
that has not been studied yet (Lines 9-12). When all the siblings have been studied, we can finally
infer the status of the parent node: violated if the quantifier is 3 and all siblings are violated, or
satisfied if the quantifier is V and all the siblings are satisfied (Lines 13-17).

Figure 3 shows an example of the execution of Algorithm 4. In this case, the 3-tuples of traces that
have been evaluated to conclude the violation of ¢ with respect to T are 8 out of 24. Nevertheless,
we observe that, in the worst-case, there are —%— LTL membership checks required, provoking

(n—m)!
an exponential complexity in the number of quantifiers m.

4 EXTENSION TO HYPERSTL AND PARAMETER SYNTHESIS

In this section, we describe the extension of the mining procedure for HyperLTL (presented in
Section 3) to HyperSTL. HyperSTL provides two new features that need to be taken into account:
bounded temporal operators and numeric predicates over real-valued variables. When the HyperSTL
(timing and amplitude) parameters are fixed and part of the template, Algorithm 1 can be used
without any adaptation. However, in many common scenarios, this is not the case, as only a range
of admissible values for each parameter is known.

We partition the mining procedure into two separate steps: (i) mining the structure of the candi-
date formula (Algorithm 5), and (ii) inferring the parameters appearing in the formula. In this work,
we restrict the first step to finding monotonic parametric HyperSTL formula templates. For this
reason, we combine Algorithm 1 with rejection sampling (Lines 1-4 and 11-14) to ensure that the
candidate parametric template 1, is monotonic with respect to all its parameters. We automatically
check monotonicity using the polarity rules described in [3]. Whenever a monotonic formula tem-
plate is found, we instantiate it (Lines 5 and 15) by replacing every parameter symbol with the value
in the respective admissible interval that is most likely to be satisfied, namely the upper bound for
monotonically increasing parameters and the lower bound for the decreasing ones. Let us consider
for example , = V231" .Gop, | (7[x] + 7’ [x] < p;) where p; varies in the interval I; = [10, 30]
and p, in I, = [0.5,3]. We observe that 1/, is monotonically decreasing in p; and monotonically
increasing in p,. Hence, the resulting concrete hyperproperty 1 = instantiate_formula (i, [I1, I2])
will be ¢ = Vr3n’.Gpo01 (7 [x] + 7' [x] < 3).

The evaluation of the score is analogous to the HyperLTL case, with the only difference that the
quantifier-free STL formulas require an STL monitor instead of an LTL monitor. When we obtain a
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candidate HyperSTL formula that is satisfied by the dataset, we perform the second step of the
procedure and refine the formula’s parameter values.

The parameter synthesis procedure consists
in the natural extension to hyperproperties
of the combination of monitoring and binary
search proposed in [3]. The goal is to find pa-
rameter values that provide a tight satisfaction
of the hyperproperty, meaning that if their val-
ues change slightly, the overall satisfaction out-
come of the hyperproperty changes too. The
reason for such a choice is to find interesting
hyperproperties that do not overgeneralize the
features of the given dataset. To achieve this
goal, we leverage the monotonicity of y/, to ap-

Algorithm 5: Mining HyperSTL formula
structure

Input: HyperSTL (sub)grammar G, set of
traces T, formula length [, number
of quantifiers m, maximum number
of iterations Np,.y, list of intervals I
for the parameters in G

Output: HyperSTL formula ¢ generated

from G and satisfied by T

mono « false

=

. . 2 while mono = false do

proximate the region of parameter values that
render ¥, satisfied by the set of traces T and > L Vo sample_hyperprop?r.tY(G, Lm)
choose the final parameter values as one point 4 [ 070 < check_monotonicity (y;)
on the satisfaction boundary. We describe in 5 i « instantiate_formula(/,, I)
more detail such refinement procedure by pre- ¢ s < score(y, T)
senting its application to the previous example. ; j « ¢

We denote by k the number of parameter g whiles < 1 do
symbols in the formula (k = 2 in the exam- if i > Niax then return failure
ple) and by P the parameter space, namely the P e i+l
Cartesian product of the intervals of admis- fal

. . 11 mono « false

sible values for the parameters in ¢, (P = " while mono = false do

[10,30] x [0.5,3]). The procedure is iteratively
repeated on hyper-rectangles in P, starting with
the whole P as the first hyper-rectangle. We
first consider the point [ that is the least likely 15
to be satisfied in the current hyper-rectangle, 16
namely the lower bound for monotonically in-
creasing parameters and upper bound for de-
creasing ones (in the example, [ = [30,0.5]).
We instantiate 1, with [, obtaining ¥/, [I] =
Va3n’ .Gposo) (m[x]+7"[x] < 0.5) and we mon-
itor it against the set of traces T. If 1, [I] is sat-
isfied - Condition (i) - we could infer the satisfaction of the whole hyper-rectangle. Indeed, since
i is monotonically increasing in p,, for any other value I, > 0.5, the formula v,[30, l,] would
be satisfied as well, as any values of 7[x] and x’[x] that realize 7[x] + 7’ [x] < 0.5 would also
realize 7[x] + 7" [x] < ;. In an analogous way, since ¥, is monotonically decreasing in p;, we can
deduce the satisfaction of 1, [11,0.5] for any I; < 30. Conversely, if ¢/, [I] is violated, we monitor
¥ [M], being M the point that is most likely to be satisfied. If ,,[M] is violated - Condition (ii) - we
can infer the violation of the entire hyper-rectangle with symmetrical considerations (in the first
iteration, this cannot happen because we apply such procedure to the output of Algorithm 5, which
is guaranteed to be satisfied in at least one point). If none of the conditions (i) and (ii) is realized,
we consider the midpoint q on each parameter dimension (for P, g = [20, 1.75]), monitor ¥/, [g] and
apply the previous reasoning on monotonicity to infer either the satisfaction or violation of one of

13 L Y, < mutate(y, G)

14 mono « check_monotonicity (/)
Y’ « instantiate_formula(y;, I)

s’ « score(y’, T)

17 if uniform(0,1) < min (1, S;) then

13 | ) « (5.9 9p)

19 return
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the 2F generated hyper-rectangles. Figure 4a depicts such process: the blue striped area represents
the exact (unknown) satisfaction region, the green area (hyper-rectangle A) is the inferred satisfied
region and the white area corresponds to the yet unknown region. The same procedure is then
applied to the remaining 2F — 1(= 3) generated hyper-rectangles (B, C and D in Figure 4a) and
iteratively repeated. Figure 4b depicts the status of the satisfaction region approximation after the
second iteration of the binary search algorithm: hyper-rectangle B satisfies condition (i); region C
violates condition (i) because its least satisfiable point [20,0.5] is violated and violates condition (ii)
because its most satisfiable point [0.5,1.75] is satisfied (such point is shared with the satisfied
region A, hence does not require explicit monitoring). C is therefore divided into four regions by
its midpoint [15, 1.125]. Similarly, also D needs to be partitioned.

3 3 3,
‘A\“ ‘ B 237 A ‘ B
D 178 \ ) N\ ) ) \ Py 173

NN e\ \e2\ )3) =3
‘ C \ D 112\ LA
‘ o3 Ca/ D3 | D4
05> 0.5]=— k
10 20 30 10 15 0 25 30

D1 14!

(a) Approximation of satisfaction re- (b) Approximation of satisfaction region
gion after one binary search iteration. after two binary search iterations.

Fig. 4. Example of approximation (green area) of the satisfaction region (blue striped area) of ¢/, through
binary search algorithm. The white region represents the unknown region, while the red one is the (known)
violated region. Colored points represent monitored parameter values (green for satisfaction and red for
violation).

The procedure ends either after the area of the unknown region falls below a predefined threshold
or after a maximum number of iterations N, (in our experiments, Nj = 10). The final parameter
values correspond to a point sampled on the border of the approximated satisfaction region.

We discuss now the complexity of the proposed approach. Starting from the parameter synthesis,
we observe that, given a parametric HyperSTL formula with k parameter symbols, the j-th iteration
of the binary search algorithm needs at most 3 - (2¥ — 1)/~! HyperSTL monitors in the worst-case
scenario of all hyper-rectangles requiring to be partitioned. Hence, since Ny, is the maximum number

. % HyperSTL
[T]!

monitors. As stated in Sections 3.2 and 3.3, each HyperSTL monitor corresponds to up to e
|T]!

k h_
calls to the STL monitor, hence the parameter refinement requires at most GEDRER (2 ;;)_’\;’ 1
STL membership checks. By summing this value with the complexity of Algorithm 5 (equal to the
complexity of Algorithm 1), we conclude that, in the worst-case scenario, our approach needs
[T)! 2K -1 —1

C=————— [ Npax +3
(IT| —=m)r '™ 2K —2

calls to the STL monitor, being K the total number of parameter symbols in the grammar G.

of iterations, the whole procedure requires up to 3 - Z?Z’l(zk 1)1 =3
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We observe that our restriction to monotonic formulas is common in the STL specification
mining literature, as monotonicity holds for many relevant properties and, at the same time, it
renders much more tractable the approximation of the formula’s satisfaction boundary.

4.1 Using Robustness for Efficient Monitoring

In this section, we use the correctness property of STL robustness function (Proposition 2.4) to
reduce the number of STL monitoring calls during the evaluation of an HyperSTL formula. Every
time we need to call the STL monitor for a tuple of traces (Algorithm 4 Line 11), we first check if
there exists another already evaluated tuple that differs from the current tuple for just one trace
and such that the different traces have distance smaller than the robustness value of the evaluated
tuple. If so, we can skip the evaluation of the current tuple, inferring it from the other tuple. To
clarify this statement, let us consider an example. Let us suppose we have already monitored the
tuple of traces Q = (w1, wy, w3) With respect to the quantifier-free formula ¢ (1, 72, 73) and that Q
satisfies ¢ with (positive) robustness value p. Whenever we need to monitor another tuple of traces
that differs from Q for only one trace, for example Q" = (w1, w3, w4), we compute the infinity-norm
distance between the two traces that are different; in this case, g = |03 — w4l If g < p, We leverage
Proposition 2.4 to infer that also Q' satisfies ¢, skipping its monitoring. The analogous reasoning
applies if Q violates ¢ with (negative) robustness pg: if g < |p|, then Q' violates ¢ as well. The vice
versa does not hold and requires the explicit monitoring of Q’ with respect to ¢.

In terms of complexity, we observe that, similarly to the case of the efficient monitoring algorithm,
the proposed heuristic effectively reduces the number of STL monitors in practice, but the worst-case
remains unchanged.

5 EVALUATION

In this section, we start by defining our research questions. We then describe our experimental
setup, our case studies and experimental results.

5.1 Research Questions

We aim to address these research questions:

RQ1[Performance Evaluation] To what extent are the mined specifications a good characteriza-
tion of the system properties according to the following metrics? We introduce several case studies
where traces are generated by different systems and run systematic experiments with two different
settings: free and constrained grammar. We analyze the results regarding the ratio of false positive
examples (i.e., ratio of mined formulas holding on random traces that do not come from the system),
the ratio of false negative examples (i.e., ratio of mined formulas that do not hold on new traces
coming from the system), the variability of the mined formulas, and computational time. We show
how embedding knowledge through restrictions on the space of admissible formulas generally
improves all the mentioned performance metrics.

RQ2[Ability to mine useful specifications] How useful are the specifications that we infer from
the traces? We perform a qualitative analysis of the mined specifications. More specifically, for
each subclass of HyperSTL covered by our case studies, we present and discuss learned formulas
representing (i) interesting , (ii) trivial or non-relevant, or (iii) incorrect properties of the system.

RQ3[Flexibility of the mining procedure] Can we effectively use the same method to mine not
only HyperSTL properties but also its subsets, such as HyperLTL, STL, LTL, and even non-temporal
properties? To answer this question, we select several case studies, each requiring a different
type of specifications: (i) addition and trigonometric (non-temporal) functions, (ii) LTL temporal
tester transducers and dining philosophers, (iii) serial adder and microcontroller systems, and (iv)
autonomous parking valet scenario.
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RQ4[Scalability] How does our method scale in terms of the complexity of the formulas and
concerning different grammar restrictions? We analyze the computation time our approach needs
when varying the length of the target formula and the constraints imposed on the grammar. We
also evaluate the effectiveness of our monitoring algorithm.

RQ5[Comparison with the state-of-the-art] How does our approach compare to other existing
specification mining methods? To answer this research question, we first identify two appropriate
specification mining tools, mainly Texada [18] for template-based learning of LTL and Hyper-
Miner [26] for template-based learning of HyperLTL formulas. Since these tools can mine only
subsets of specification languages handled by our approach, we select case studies where the
comparison is possible and appropriate. We also study whether our more flexible method can infer
additional specifications after relaxing the restrictions on the grammar imposed by the other tools.

5.2 Experimental Setup and Case Studies

We implemented our approach in the publicly available tool HyTeM?* (Hyper-Temporal Miner). We
also provide the scripts and the seeds to reproduce the results we present. We run the experiments
on a scientific cluster based on Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz and Ubuntu 20.04.

In the following, we describe the case studies on which we evaluate our method and the relative
data generation. For each case study, we also identify one essential and relevant property of the
system-under-test, which we call target formula. In some experiments, we will restrict the grammar
to steer the mining procedure towards learning such property.

Addition Function takes as input two integers x and y and outputs another integer z = x + y.
Hence, a trace w is stateless and consists of a single valuation (x, y, z). We generated a dataset of
100 traces by sampling 50 random pairs of positive integers (x, y) in the range [0, 1000] and for
each such pair computing two traces (x, y, z) and (y, x, z). The target formula for this case study is
represented by the commutativity:

Vavr'.(z[x] = 7' [y] A nly] = 7' [x]) — (x[z] = 7' [2]).

Trigonometric Functions that we consider in this case study are sin x, cos x, arcsin x and arccos x,
where the input x is a real value bounded to the interval (-1, 1). We generated a dataset of 100
stateless traces of the form (x, sin x, cos x, arcsin x, arccos x) where x is uniformly sampled from
the interval (-1, 1). In this case, one interesting hyperproperty is represented by the increasing
monotonicity of the arcsin function:

VxVy.(x < y) e (arcsinx < arcsiny).

An LTL Temporal Tester T, for an LTL formula ¢ is a transducer that realizes the semantics of
¢. It reads a (potentially multi-dimensional) trace w and outputs another trace u such that for
every i > 0, u[i] = 1if and only if (w, i) | ¢. In this case study, we selected five LTL formulas
Xp, XXp, Gp, Fp and pUgq. For each formula, we created a temporal tester in the form of a Mealy
machine and collected a dataset of 50 traces, where each trace is a sequence of 1000 valuations
generated by randomly exploring the underlying temporal tester. In other words, a temporal tester
reproduces the outcome of the monitoring process of a specific LTL specification and we use tem-
poral testers to generate traces that satisfy predetermined LTL operators. For example, for the next
operator, given a Boolean trace w, we use Tx to generate the Boolean trace u such that, at every time
step, u <> X(w). Hence, for each LTL formula ¢, the target formula is the characterization of the
temporal tester via the equivalence with the original specification, that is: Vz.G([u] < ¢(x[w])).

3https://github.com/eleonoranesterini/HyTeM
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Dining Philosophers is a well-known concurrency problem. It consists of philosophers sitting
at a round table and sharing one chopstick with each one of the two philosophers sitting next to
them. Each philosopher can do exactly one of the following three actions: thinking, being hungry
or eating. Since two chopsticks are required to be able to eat, two adjacent philosophers cannot eat
at the same time. We consider the log trace of one solution of the dining philosophers’ problem for
five philosophers, available in the repository of the Texada specification mining tool*. Every trace
is a sequence of 1088 5-tuple valuations encoding the state of five philosophers. We consider as our
target formula one of the templates studied in [18]:

Vr.G(x[Predicate; ;] — —[Predicate; j/]), (3)

where 7 [Predicate; ;] stands for “philosopher i performing action j”, with i € {1,2,...,5} and
Jj € {thinking, hungry, eating} in trace 7.

Serial Adder with Carry-On is a sequential machine in which the output of the transducer
corresponds to the element-wise binary addition with carry-on of two given inputs. Hence, a trace
w of the serial adder with carry-on is a sequence of valuations of the form (x, y, ¢, z), where x and
y denote the inputs, ¢ denotes the carry-on bit, z denotes the output, and for every time step i > 1,

wlz][i] = (wlx][i] + wly][i] + w[c][i—1]) mod 2,
where w[c][0] = 0 and, fori > 1,

0 if (wlx][i] + wlyl[i] + wlc][i-1] £ 1),
1 otherwise.

wlel[i] ={

We generated a dataset of 50 traces of 1000 time steps each by randomly creating the sequences of
x and y inputs. In this case, the target formula is the observational determinism of variable z with
respect to x and y:

\m\m'.(G(n[x] = 7'[x] A xly] = 7' [y]) = G(x[z] = ' [z])).

Microcontroller is a system-on-chip (SoC) design studied in the context of mining hyperprop-
erties [26]. We use the publicly available dataset® that consists of 100 traces generated from a
microcontroller design, where each trace consists of a sequence of 15884 35-variable valuations.
Since we expect the variables to affect each other deterministically, the target formula for this case
study is the observational determinism (2).

Autonomous Driving Parking is a case study involving an autonomous car driving through a
parking lot with a pedestrian that walks out from behind a car onto the path of the vehicle. The car
is equipped with an RGB camera and uses YOLOvV7, a state-of-the-art image detection deep neural
network [28], to detect the pedestrian. As soon as the pedestrian is recognized, the car brakes as
hard as possible to avoid the collision. We simulated such scenario with CARLA 9.13 [14] and
collected a sequence of 185 samples containing the coordinates of the velocity v of the car and its
distance d to the pedestrian. For each execution, the car’s target velocity before braking is fixed
to a value sampled between 5.55 and 11.11 mps (20 — 40 kph). The length of each execution is of
171 time units (representing 0.05 seconds each). Figure 5 shows an example of an image from the
vehicle’s onboard camera. For this case study, the target formula is the robustness hyperproperty:

VaVr'.G(||z[in] — #’[in]|| < &; — ||z[out] — n’[out]|| < &). This hyperproperty relates the
magnitude ¢; of the perturbations in the input variables in (in this case study, the velocity) with the

“https://github.com/Modellnference/texada/tree/master/traces/dining-philosophers
Shttps://github.com/skmuduli92/TraceExamplesCustomCov/tree/51e3e73d0e507ablac44e85a0510118202f73c74
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Fig. 5. Example of the scene as seen from the camera of the autonomous car. To illustrate how the pedestrian
crosses the parking lot, we depicted four pedestrians, although only one is the actual scenario.

magnitude &; of the corresponding changes in the output variables out (the distance).

Experimental Setup. For each case study, we perform the following steps:

e Training data generation: We generate three sets of 50 traces (Ly, Ly, L3) from the system.

e Positive test data generation: We generate another three sets of 50 traces (P, P,, P3) from the
system.

o Negative test data generation: We generate three sets of random 50 traces (N1, Nz, N3), hence
not generated from the system.

e Mining: We learn three sets of 50 specifications: Sy, S,, and S3 from Ly, L, and L3, and another
two sets of specifications 5] and S|’ from L;. We repeat the mining procedure twice, using
(i) an unrestricted grammar with up to three quantifiers, and (ii) a template for the target
formula.

e Evaluation: Since the mined properties cannot be formally verified against the system, the
quality of the learned formulas is assessed though sampling and monitoring. More specifically,
we evaluate the procedure according to five criteria: (i) the ratio of false positives, (ii) the
ratio of false negatives, (iii) the variability of the mined formulas induced by the randomness
of the procedure on the same training dataset, (iv) the variability induced by the differences
between datasets, and (v) the computational time.

The ratio of false positives (RFP) is the proportion of mined formulas that are satisfied by a set of
traces not generated from the same system. A high value of RFP (close to 1) indicates that the mined
formulas might be too generic and not specific to the given dataset. Similarly, the ratio of false
negatives (RFN) is the proportion of mined formulas that are violated by a set of traces generated
from the same system. A small value of RFN (close to 0) means that the mined hyperproperties do
not overfit the learning dataset, as they are valid also on an unseen set of traces. We formalize RFP
and RFN as functions of a generic set Q of formulas as follows:

Helo € QAN E o} Ho |l € QAP o}
Q] ’ Q]

We quantify the degree of variability Viume of the sets of specifications mined using the same set of
traces (Sy, S7, S7') and the variability Vg of the sets of formulas when different sets of traces are
adopted (S1, Sz, S3). The two quantities vary between 0 and 1, where the former value indicates
that the three sets are all identical and the latter one that they are completely different, not sharing
any formula. By comparing Ve with Vgir, we aim at studying whether the randomness in the
output specifications is intrinsic to the mining process (if Vsame = Viigr) or it depends on the training

RFP(Q) = REN(Q) =
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Table 2. Summary of the experimental results on eleven case studies.

Case Study Setting Target formula RFP RFN Vsame  Vdig  Time (hours)  #Formulas
Addition Constrained ~ Commutativity 0.5+0.3 0.5+0.35 1 0.95 2.14+1.77 50+ 0
Free 0.72 £ 0.04 0.09 £ 0.07 097 098 0.53 £0.19 50 +0
Trigonometry Constrained ~ Monotonicity 0.11 £ 0.02 0.02 +0.02 0.95 098  0.018 +£0.002 50+0
Free 0.85 +0.009 0.04 +0.03 1 0.99 0.03 +£0.02 50 +0
Tester Always Constrained  Equiv. Always 0.19 +0.03 0.0+0.0 0.62 0.64 0.05 + 0.04 50+ 0
Free 0.78 £ 0.01 0.02 £ 0.01 0.98 0.99 10.8 £ 6.8 50+ 0
Tester Eventually ~ Constrained  Equiv. Eventually ~ 0.18 + 0.04 0.0+ 0.0 0.67 0.63 0.05 + 0.03 50+ 0
Free 0.65 +0.02 0.02 £ 0.02 1 1 48+3.2 50 +0
Tester Next Constrained ~ Equiv. Next 0.28 £ 0.06 0.0+0.0 0.74 0.69 0.12 £ 0.05 50+0
Free 0.96 +0.01 0.01 £ 0.009 0.97 098 6.3+2.7 50 £ 0
Tester NextNext Constrained ~ Equiv. NextNext 0.23 £0.03 0.0£0.0 0.75 0.75 0.14 +£0.04 48 + 2
Free 0.98+0.01  0.006 +0.009  0.97 1 7.6 £5.0 50 +0
Tester Until Constrained ~ Equiv. Until 0.69 + 0.07 0.0+ 0.0 0.7 0.64 0.23 +0.05 50+ 0
Free 0.96 0.0 0.04 + 0.0 1 1 9.6 +£3.8 50 +0
Philosophers Constrained ~ Template in [18] 0.54 +0.08 0.2+0.1 1 1 0.07 +0.04 50 +0
Free 0.72 £ 0.02 0.18 £ 0.04 1 1 0.8+0.9 50 0
Serial Adder Constrained ~ Obs Det 1.0+£0.0 0.0+0.0 0.42 0.45 0.39 £0.12 29+ 2
Free 0.91+0.01  0.006 +0.009 098  0.97 49+3.6 50 +0
Microcontroller Constrained ~ Obs Det 0.98 +£0.01 0.04 + 0.06 1 1 10 £ 4 50+ 0
Free = = = = runout =
AD Parking Constrained ~ Robustness 0.0 +0.0 0.12 +0.09 0.28 0.41 1.25+0.29 30+2
Free 0.28 +0.05 0.05 +0.01 0.99 095 12.85+2.348 50 + 0

dataset (if Vsame << Viiff). Vsame and Vg are defined as:

IS\ Sil+ S\ S +[S\ ST IS\ Si| + IS\ So| + 15\ S5
Vsame = ; e diff = s
6 - average(|Si|, 571, 1S7]) 6 - average(|Si, |S2/, 1S3])

where S = (5; US] US]’) and S = (S, US, U S3). In terms of computational time, we set a runout
after 72 hours for the total computation (i.e., five learning runs of 50 formulas each).

The described experiments and evaluations are repeated twice for each case study: one with free
grammar (with the only limitation of having at most 3 quantifiers and a maximum formula length
of 7) and one with a restricted grammar to steer the search towards the target formula of each case
study. In particular, we impose the following grammars:

o VaVn'.p1(m, t") — @o(m, ') | p1(m, ") < @a(mr, n’") with ¢, (7, 7") and @, (7, ') Boolean
combinations of predicates defined over trace variables 7 and n’ for the Addition Function
and the Trigonometric Functions;

e V1.G(¢(m)), with ¢ a generic LTL specification for the Temporal Testers and the Philosophers;

e Grammar defined by Eq. (1) but with two universal quantifiers for the Serial Adder and the
Microcontroller;

o VaVn' . G(p1(n, ') — @o(m, '), where @1 (, 7") and @, (7, n") are two generic STL tem-
plates defined over the trace variables 7 and 7’ for the AD Parking.

5.3 Experimental Results

We present here the experimental results that we have carried out, providing an answer to the
research questions.

5.3.1 Quantitative Analysis. For each of the 11 case studies, Table 2 reports the average and standard
deviation over RFP(S;) for i = 1,2, 3 as the ratio of false positives RFP and over REN(S;) as the ratio
of false negatives RFN, the variability of the formulas mined on the same trace set Ve and on
different trace sets Vgif and the average and standard deviation of the computational time needed
to learn a set of specifications. Before analyzing the table, we point out that we could not generate
traces for the Philosophers case study as the available dataset consists of a single trace log. Hence,
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for only this case study, the free setting imposes the use of just one quantifier. Furthermore, to
reproduce the experimental setup adopted for the other case studies, we divided the available log
trace in three sub-traces of the same length corresponding to Ly = Ps, L, = P, L3 = P, such that
L1, L, and L are disjoint sets and so it is each pair (L;, P;) for i = 1, 2, 3. Moreover, we note that,
although the target number of formulas is set to 50 for all executions of the tool, it was not always
possible in the constrained setting to learn so many formulas due to the limited number of valid
specifications admitted by the restricted grammar. For this reason, the last column of Table 2 reports
the average and standard deviation of the number of mined formulas over the five learning runs.

From Table 2, we first observe that the ratio of false positives RFP is quite high in the free setting
of all case studies (from a minimum of 0.28 till a maximum of 0.98), meaning that the learned
formulas are probably overgeneralizing the characteristics of the training datasets because they are
satisfied also by randomly generated sets of traces. Accordingly, the ratio of false negatives RFN is
small, as the mined formulas are satisfied also by the other sets of traces generated by the same
system used for the training datasets. If we compare these outcomes with the corresponding ones
obtained in the constrained setting, we see that both RFP and RFN improve significantly: from the
drop-off of RFP we deduce that the mined specifications are now much tighter and they impose
stricter requirements. Since the corresponding value of RFN does not increase but actually decreases,
we can conclude that the achieved strictness is not an overfitting of the training data, as the mined
formulas are also satisfied by unseen sets of positive examples. Therefore, as expected, the presented
results show that the embedding of knowledge into the mining process through restrictions on the
grammar is helpful in steering the search towards hyperproperties that are consistent with the
system that generated the data, without overgeneralizing the system’s properties.

By studying the variability, we observe that the values of Ve and Vg for each setting of each
case study are always extremely similar. This reveals that the variability in the mined formulas is not
significantly affected by the employment of different training sets, rather than by the randomness
intrinsic in the learning process. The variability values reported in Table 2 are often very high
(close to the maximum value of 1), which is undesirable because it implies that different runs may
produce highly different results. However, we remark that: (i) The equivalence between different
formulas in our study is syntactic and not semantics, hence, for example, ; = Vr.(n[x] = n[y])
and , = Vr.(x[y] = n[x]) are considered as two different specifications. Therefore, it is very
likely that the specifications are more homogeneous than they appear and the reported variability
values should be considered as upper bounds for the actual semantic variability. (ii) In all case
studies (apart from the Addition and the Philosophers), the constrained setting produces much less
variable results than the corresponding free setting. This reveals that one reason behind the high
variability in the free learning is the high number of existing satisfied formulas, among which our
method draws randomly. Indeed, when the grammar is restricted and the consequent number of
admissible formulas is reduced, the variability decreases effectively.

Finally, we observe that the free setting is consistently more computational expensive than the
constrained one due to the presence of hyperproperties with three quantifiers. In this case, the
monitoring process becomes extremely costly, as the number of LTL/STL monitors in the worst
case scenario is exponential in the number of quantifiers. In particular, we registered a runout for
the free learning in the Microcontroller case study. This application is indeed the most expensive
one for the high number of variables (35) and the length of the traces (15884 time units).

5.3.2  Qualitative Analysis. In this section, we conduct a qualitative analysis of some of the spec-
ifications mined by our approach. For each subclass of HyperSTL, we report (i) one example of
interesting specification (possibly different from the target formula of the relative case study); (ii) a
trivial or non-relevant formula; (iii) an incorrect formula, which is valid on the training set, but not
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on the system in general. The variable names refer to the notation introduced for the corresponding
case study. The complete list of mined formulas is available online’.
Hyper-proposition: Trigonometry

VxVy.(sinx > siny) < (arcsinx > arcsiny) (4)
JxVy.—(arccosy > x <> arccosy > arccos x) (5)
VxVy.(x < siny) < (x < siny) (6)

Specification (4) represents an interesting unexpected hyperproperty stating that sin and arcsin are
monotonically related in the interval (-1, 1), while (5) is not particularly relevant as it just affirms
that a possible equivalence does not hold. Finally, formula (6) is not valid in general as in the case
x = siny the proposed equivalence is actually false.

LTL: Always Temporal Tester

Vr.G(x[u] — (Fr[w])) (7)
Vr.G(r[w]U(x[u] & 7[u])) (8)
Vr.-XXGr[w] 9)

Reminding that, at each time step ¢, [u[t]] = 1 if and only if G(x[w], t) holds, we observe that
the LTL formula (7) informs us that the satisfaction of the temporal operator globally G implies
the satisfaction of finally F, which is an important property for LTL semantics. Conversely, (8) is a
trivial specification as the second term in the until U operator is a tautology, while (9) is satisfied
by the training dataset but, in general, it may exist a trace 7 such that, starting (at least) from the
third time step, its variable w is always 1.

HyperLTL: Serial Adder

Vr¥r' .G(x[x] = n'[x] A zly]l = 7'[y]) — (G(x[z] = n'[2])) (10)
Vradn’ .x[x] = x'[x] (11)
Vv’ .G(r[y] # 7' [y]) — G(x[z] = 7' [z]) (12)

Formula (10) is extremely relevant as it represents the observational determinism of variable z with
respect to the two input variables x and y: if two traces agree on the same values for x and y, they
have to agree also on the output variable z. We consider the HyperLTL specification (11) trivial
because it states that for every trace there exists another starting with the same value on the x
variable. Since x is Boolean, such information is not very informative. Finally, (12) is incorrect, as
the Serial Adder can output non-identical traces (z variable), even though their second inputs y are
always different.
STL/HyperSTL: AD Parking

Vr.G(r[v] < 12.75) (13)
Vavr'Va” (G(|x[d] — n'[d]] < 0.1V x[d] > 50))U(x""[v] < 0.1) (14)
AnVr' .G(|x[d] — 7' [d]| < 12.57) (15)

Specification (13) is an interesting STL property defining the upper bound of the car’s velocity
in all executions; such value is consistent with the (supposed unknown) set up of the case study
where the car’s target velocity varies in the interval [5.55,11.11] mps. To get a tighter bound on
the maximum velocity, the user can decrease the threshold for the uncertainty region area in the
parameter synthesis phase (in this application, the threshold was set to one tenth of the input
parameter interval). (14) is not an interesting HyperSTL formula as at the beginning of every
episode the car starts from a standstill, so the velocity is below 0.1 mps. Consequently, the second
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term for the until operator is immediately satisfied and the condition in the first term is irrelevant.
To conclude, (15) is valid for the traces in the learning dataset, but in principle it is not a requirement
of the case study set up, so it may exist a trace whose variable d assumes a value whose distance
from the d-values of the other traces is greater than 12.57 meters.

To summarize and to answer RQ2, we remark that the presence of incorrect formulas represents
the main inevitable limitation of the passive learning approaches: the absence of guarantees for
the mined properties to hold in general for the system that generated the data. For this reason,
a manual inspection of the learned formulas is required. Nevertheless, the mined specifications
remain useful to infer new interesting insights into the given set of traces.

5.3.3  Flexibility of the Mining Procedure. The experimental results show that our mining procedure
can be effectively used to infer useful specifications. We have seen that different case studies have
different requirements. For instance, certain systems operate in a stateless manner, while others are
sequential. Some have properties that can be described based on single executions, while others
necessitate reasoning about multiple executions. We have demonstrated that we can effectively
use our procedure in a flexible manner to address this large variety of requirements. Table 3
summarizes this observation and shows that we were able to use our approach to mine (i) stateless
hyperproperties, (ii) LTL, (iii) HyperLTL, (iv) STL, and (v) HyperSTL. To the best of our knowledge,
we also developed the first approach that is able to mine properties with quantifier alternation.
This flexibility is achieved by putting appropriate restrictions on the grammar that is explored by
our procedure. To summarize, we give a positive answer to the research question RQ3.

Table 3. The applicability of the specification mining procedure.

Case Study Specification
Addition Hyper-propositional
Trigonometry Hyper-propositional
Temporal Tester LTL

Dining Philosophers LTL

Serial Adder with Carry-On | HyperLTL
Microcontroller HyperLTL

AD Parking STL/HyperSTL

5.3.4  Scalability and Computational Efficiency. In this section, we study the computational effi-
ciency of our mining procedure and how it scales. Consequently, we perform several experiments
and report the results.

We first perform an experiment in the Serial Adder with Carry On case study to analyze the time
required to mine HyperLTL formulas. Figure 6a shows the comparison of the average time (over 50
runs) needed to learn one formula for fixed formula lengths (from 3 to 7). The plot distinguishes
among three different setups: the grammar only imposes the employment of two quantifiers (free
quant.), the grammar is restricted to the YV quantifiers (constrained quant.) and the search is limited
to the input-output relation template given by Eq. (1) but with two universal quantifiers (template).
For all formula lengths, constrained quant. requires an amount of time notably greater than the
free setup. There are at least two explanations for this effect: (i) Intuitively, it is much easier for a
formula to hold for a dataset when existential quantifiers are used rather than when only universal
quantifiers are employed. In formulas,

Vavr' o(x,n') = Vr3x' o(x, 7'), InV¥r’ (7, 7') — Ax3n’ ¢ (7, 7').
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formula using Algorithm 4 when varying the for- ferent formulas using the fitness function versus
mula length. the effective monitoring algorithm.

Fig. 6. Analysis of time required by our method in the different setups of the Serial Adder case study.

(if) With our effective monitoring technique (Algorithm 4), it is faster to monitor formulas with
existential quantifiers rather than universal ones. Indeed, in the former case, as soon as a witness
satisfying the specification is found, the monitoring algorithm stops. Conversely, for the VV quan-
tifiers, all the pairs of traces need to be evaluated to conclude that the overall hyperproperty is
satisfied by the dataset®. From Figure 6a we can also conclude that, as expected, for increasing
formula lengths (and consequent complexity), the average time increases as well. Such increase
is monotonic in all three settings, with the only exception of length 3 for constrained quant. An
explanation could be that the relative space of satisfied formulas is very limited and, therefore, it is
more time-consuming to sample several formulas in it. Finally, we observe that the template setup
is comparable to the constrained quant. one in terms of time.

The experiments described so far were all carried out using the effective monitoring algorithm
(Algorithm 4) to compute the score of the candidate hyperproperties. In the next experiment,
we use instead the fitness function (Algorithm 3). Figure 6b depicts the comparison in terms of
time between the two monitoring algorithms to learn 20 formulas in the constrained-quantifiers
scenario, namely when the quantifiers are set to VV. The fitness function requires a quantity of time
that increases exponentially with the number of learned formulas, while the effective monitoring
approach remains almost constant (the mining of the first formulas is the most expensive because
at the beginning our method enumerates all admissible formulas for the sampled length; such
enumeration is stored and reused in the remaining learning process). The reason for the disparity
between fitness function and monitoring algorithm is that, for every candidate hyperproperty,
the fitness function always requires the evaluation of all pairs of traces (that, in this case, are
50 - 49 = 2450) to return a quantitative value representing the satisfaction or violation of the
formula. Conversely, since the effective monitoring algorithm only returns a Boolean outcome, it
stops as soon as a violation is detected and monitors 2450 pairs of traces only in the worst case
scenarios. Consequently, it is evident that the fitness function does not scale properly and it is
hardly usable for learning purposes. However, it is very helpful for a different task: the ranking of
the learned formulas. In other words, we can use the fitness function to establish which ones in the
set of learned formulas are the most interesting ones, in the sense of being the tightest satisfied
for the dataset under study. For example, we compute the fitness value F for specifications (10)
and (11) and obtain 1 and 23, respectively. These quantitative values confirm our previous manual

®We note that the situation is opposite if we are interested in monitoring the property violations.
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inspection: formula (11) appears quite generic, while the VV specification (10) represents a more
specific characterization of the set of traces. Hence, the fitness function should be leveraged to
replace (or, at least, support) the role played by the user in analyzing the outcomes of the learning
method.

Finally, we analyze the performance of the monitoring algorithm (Algorithm 4) and its improve-
ment for HyperSTL formulas based on the STL correctness proposition that we introduced in
Section 4.1. We consider the AD Parking application and compare the number of tuples of traces
that have to be monitored to evaluate formulas with two quantifiers for (i) a brute-force monitoring
algorithm (e.g., the fitness function) that always evaluates all the tuples of traces (in this case,
185 - 184 = 34040); (ii) the effective monitoring algorithm; (iii) the effective monitoring algorithm
with the STL correctness proposition improvement. We sample 80 HyperSTL specifications (20
for each pair of quantifiers), both satisfied and violated by the parking scenario dataset. Figure 7
depicts the average number in a logarithmic scale of the number of pair of traces evaluated by each
monitoring algorithm. Although in the worst-case scenario the effective monitoring algorithm
needs to evaluate all pairs of traces, we observe that, in practice, such number is much smaller and
drops of two orders of magnitude in the formulas with alternation of quantifiers. The improvement
in alternation-free hyperproperties is more restrained because the satisfied universally-quantified
formulas and the violated existentially-quantified ones inevitably require the evaluation of all pairs
of traces.

Finally, we observe that the improvement
based on the STL robustness correctness propo-

B Fitness

sition further enhances the monitoring algo- W Effective monitoring

Effective monitoring + correctness

rithm performances, although the most evident
speed-up is achieved by the efficient monitor-
ing.

As the answer to RQ4, we can observe that
we could successfully apply our method to
many case studies with reasonable computa-
tional effort (Table 2). The limitation bottleneck
remains the number of monitoring checks that
need to be done and that is exponential in the
number of formula quantifiers. This limitation
is in practice partially addressed by the two
heuristics that explain intrinsic robustness and
quantifiers properties to avoid many calls to the LTL/STL monitor. Since such heuristics cannot be
applied to the fitness function, its computation remains significantly slow and hardly applicable to
large datasets. Nevertheless, it represents a valid help for the user when the learned formulas need
to be analyzed.

v v3 v 313

Fig. 7. Average number (logarithmic scale) of pairs of
traces monitored in the AD Parking case study.

5.3.5 Comparison with the State-of-the-Art. We note that the other existing methods in the literature
can only mine subsets of specifications that can be handled by our approach. We therefore restrict
the grammar accordingly to make the comparison meaningful.

Comparison with Texada. Texada [18, 19] is a tool for mining LTL formulas from fixed user-defined
templates, where only propositional variables can be inferred.

We run experiments for the Philosophers case study reproducing the experimental setting in [18].
More specifically, we first restrict the grammar to template (3) and learn all the intended LTL
formulas reported in [18] in 4.6 seconds, while Texada required 0.035 seconds.. Such properties
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express the intrinsic requirements of the Dining Philosophers problem: (i) Two adjacent philoso-
phers cannot eat at the same time (e.g., G(philosopher 1 is eating — —philosopher 2 is eating )) and
(ii) Each philosopher can only perform one action at a time (e.g., G(philosopher 1 is thinking —
—philosopher 1 is hungry)). In the second step, we restrict the grammar to the other template re-
ported in [18]: F(Predicate; j APredicate; ;) and effectively mine the five LTL formulas representing
the intended property: each pair of non-adjacent philosophers is allowed to eat at the same time.
Our method needed 1.08s, while Texada 0.044s.

Finally, to infer new insights from the traces, we run a new experiment with the less restrictive
grammar of the form Vr.Gg (), where ¢ () is an arbitrary LTL formula. The time required to learn
50 formulas for this run is 133s. Among the other mined properties, we find formulas in the form of
template (3), meaning that our approach can successfully learn this property even without imposing
its template. Moreover, we learn another interesting formula: y = G(philosopher 2 is eating —
—X(philosopher 2 is hungry)). In words, y states that, for the second philosopher, it is not possible
to change state from eating to being hungry. Inspired by this result, we repeat the experiments by
imposing the template of y and, in 7.6s, we discover that, for any philosopher, the only allowed
changes of actions are: thinking — hungry — eating — thinking. This final outcome shows that a
template-based approach, on the one hand, allows for a focused search on known features, but that,
on the other hand, it is not capable of inferring new knowledge. This is one limitation of Texada
that we overcome by allowing the user to run experiments both with and without prior knowledge.

Comparison with HyperMiner. HyperMiner [26] is a template-based alternation-free approach to
learn HyperLTL specifications from traces, targeting mainly systems-on-chip (SoC) design. The
authors show the applicability of their approach on several SoC designs, including the Microcon-
troller case study considered in this paper. HyperMiner is run using two formula templates: the
observational determinism and a similar deterministic dependency that has to hold for each time
step. In [26], authors report they need nearly 10 minutes to learn 239 formulas. In this experiment,
we qualitatively compare our approach to HyperMiner, by demonstrating that we are able to infer
useful specifications beyond the above two templates. Indeed, contrary to [26], our method can
learn interesting formulas with quantifier alternation and without a predetermined template. Some
examples of such formulas mined with free grammar include:

AnVr' . (r[x] = o' [x])
Vava' 3" (xly] = n"[y]) & (2'[z] = 7" [2])
Vava'va” (x' [p] = n” [p))Unlq] = 7'[g]

where the variables x is mem_intrfc_inc_pc, y is mem_intrfc_op2_buff, z is mem_intrfc_ddat_ir, p is
mem_intrfc_pcs_source, and q is mem_intrfc_imm_r.

We then consider the experiments with grammar constrained to equations (1) and verify that
the observational determinism relationship holds between many pairs of variables. In some cases, a
variable appears a deterministic function of two variables (instead of only one), such as

VﬂVﬂ'.G(n[r] =[] Ax[s] = [s]) = G(ﬂ[t] - ﬂ'[t]),

where variables r, s and t correspond to the design variables mem_intrfc_imm2_r, decoder_state
and mem_intrfc_dmem_wait. We remark that such hyperproperty could not be learned by [26], as
it only supports the one-variable observational determinism template. However, the time required
by our approach to learn 50 formulas in this setting is significantly higher: around three hours.
To summarize, our method can reproduce the results of other mining tools while providing much
more flexibility and expressiveness. More specifically, we are unaware of any different approach
capable of covering both template-based and template-free mining, with arbitrary control of domain
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knowledge that can be embedded between these two extremes. As expected, our approach is quite
slower because its broad applicability prevents it from benefiting from optimizations used by the
other tools for specific templates expressed in a fixed specification language. Overall, the presented
experiments give a positive answer to RQ5.

6 CONCLUSION AND FUTURE WORK

We introduced the first method that mines HyperSTL and quantifier-alternated HyperLTL specifi-

cations from system executions. The method leverages the syntax-guided synthesis allowing the

user to embed as much prior knowledge as they want through the definition of the input grammar.
In summary, the main novelties of the paper are:

e Adaptation of SyGusS stochastic search approach to the mining of HyperLTL (Algorithm 1)
and HyperSTL (Algorithm 5);

e Introduction of two heuristics to improve the monitoring of hyperproperties: the efficient
monitoring algorithm (Algorithm 4) based on the quantifiers semantics and the robustness-
based HyperSTL monitoring improvement (Section 4.1), which relies on the correctness
property of STL quantitative semantics;

e Introduction of the fitness function described by Algorithm 3 to quantify the degree of satis-
faction/violation of hyperproperties. Although its expensive monitoring renders impractical
its implementation in the mining process, it can be leveraged to help the user in assessing
the quality of the learned formulas;

e Extensive evaluation on several case studies characterized by different specification languages
and analysis of the impact of the domain-knowledge on the quality of the mined formulas.

In future works, we aim to address the limitation of the passive mining approach by developing
an active learning method that can steer the generation of new traces from the system. Finally, we
are interested in improving the exploration of the formula space by employing different fitness
functions, such as the STL robustness, to drive the search.
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